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Research on the Construction of Network Threat Intelligence Knowledge
Graph for APT

SONG Guobao

(School of Information Engineering , Jiangxi University of Science and Technology , Ganzhou 341000, China)

Abstract: Aiming at the problem of ineffective utilization of Advanced Persistent Threat (APT) intelligence and the lack of automated meth-

ods to generate structured knowledge and construct APT attack knowledge graphs, a method for automatic extraction of APT attack knowledge

combining entity recognition and relationship extraction is proposed. Firstly, design 11 entity categories and 9 relationship categories based on
the characteristics of APT attacks; Secondly, the CySecBERT-BiLSTM—-ATTN-NCRF entity recognition model and the CySecBERT-ATLOP

document level relationship extraction model are proposed separately for entity and relationship extraction in APT intelligence ; Finally, con-

struct an APT threat intelligence knowledge graph to clearly present entities and their relationships. The experimental results showed that com-

pared to the baseline model, this method improved the F1 scores in entity recognition and relationship extraction by 4.65 and 14.52, respec-

tively; The knowledge graph presented in Neo4j also proves its effectiveness.

Key Words: knowledge graph; entity recognition; relationship extraction; threat intelligence

0 35

il

VT AR, Bl A EL I 0 R 1 i R e, A2 & RS
T ERAEA Bt G ™ 024 g, 10 0day Koty i
HoR gy R B AR 4 i 55 Bk A . Horb m
52 5 W 0 (Advanced Persistent Threat, APT) K B A& 1% 58
(9 ZH P | Bl vE A g | 25 3 0 L A% G et B E Y
P LA T G4 R T I 4 UM i A T B AR, A
oI5 i BE S SRR APT LAY B 2545 B, I 0 Bl 901905 ) 245 3%

i %E B HE:2024-03-19 =
P HERES . B

4

dr g E . SR, APT I i A9 A &z F 5 BRI S A%
BB R L 2R B iR e EUME R X sk
S B A X 24 25 8] B 251 ) v, T8 i 28 4 8wl
B BRIE L5 5 A 2 A o U)X AR B A7 41 K
78 BRAT R 4R 305 VA 20 18 — A R 5 A DR A TR A
R &% (Knowledge Graph, KG) LA EUE ALY A R 2H 21
P AR Z2 IS A B S5 B R OB R T 1 —
AN EWEIE T RG] APT BUPME i U — 5 1
WA

BN REE(1998-), % i 958 T K %45 & TR FEALHR A, FR 7@ H A% EH R,



- 180 - L QRO |

2025 4

1 tHXIME

1.1 M EER SRR S

i 44 S A B VT TR A A R R TR 3 T R B
i 44 S AR (Named Entity Recognition, NER) & 76 ) JE
SERY AL SCA U R B R 2R AR LR SR . Sim-
ran 25 ER X [ 46 42 45 NER 42 i 3t F BiGRU-CNN-CRF
(Bidirectional Gated Recurrent Unit—Convolutional Neural
Network—Conditional Random Fields ) FJ# Y, I 75 23 FF B9 7
24 4 NER B3 BVFAL T — RO T IR % 2] 1Y NER
ik Qin 2R —Fh 4 S 4R HEAE AR (Feature Template,
FT) 5 41 28 [ 4% 1) FT-CNN-BIiLSTM-CRF % 4> NER #5 %Y,
TE R I 45 2 R 4 I 1Y F-score 1] DL 5 31 86% , B
SREUAS T AREERR AR IE SR B SR AFAE R AL o Gao %51
g i 2 O 285 Jal W15 A1 v ) LR A R A SR RN & 2 S A
[) L, B2 4 45 5 B Im] 4< J9 10 12 9 2% (Bidirectional Long
and Short-Term Memory , BiILSTM ) 5 4548 i) #L. i NER 71,
3 3y Sl 4l 3R] SR R AT SR, R ) ML RN BiL-
STM A8 5 SCA B Jay FRARFAE , 5 B U3 52 A S A4
1.2 WEERMER S X RibEL

SEAR G RIS A i — 277 vk A SN SR X 2
] f) S AT O 2R, SR R S 9 OG5 2D B . Wang
SR — Bl 4 B NR-RL-PCNN-ATT (Reinforcement
Learning—Piecewise Convolutional Neural Network—Attention )
[ O FR il OB ARY | 300 4ok 42 1 s 497) T8 5 45 XoF 1 /) 14 9T 38 A
R IFREAR AR TR R T DR AR &, B T O R BIRRCR
Pingle % H — il 3 T i 5% 4ot 22 0 45 B 780 (Feed Forward
Neural Network , FFNN) ) 5¢ & il U5 2 RelExt, BEA S5k
B 2 2 A SR OE R
1.3 MR ERIREIEEERNA

T 28 I 41 10 Ak 15 23 B b, R0 RURT S RE A% SR it
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G5B 0Y B g M 17 X 9 45 2 A BV . Milajerdi 56 O 48 HY
— % POIROT [ R G, F FH A% S 4% H A ) i 15
PAKEIN APT X iti o Satvat %571 FH 9 26 b 195 4 42 B ke o
17 A OGRS AR R OC 22, JF A 2 A2 A 181, 28 )5 1 B
POIROT R 48 SC 8L T BUMM% R (9 F 24k . Han %% &1 XF
APT i B G218 W] 4252 LA B Al FH Oday T ] B4 4R o5, 4
T T 0 5 R 9 APT Bk A R S Unicorn, HRETE
B F 6 LBCERHE A1 B0 T RIS TE S+ H 4T o Sar-
han S50 48 H —Fh o it 90 265 15 4R TR P R AE A
Sek B T i = 07 i il 2 A EHE SR (Open Informa-
tion Extraction, OIE) 4B JC 3¢ S0 1) SEAK G R = o0 5 L
URHEAT QU S AR T R I 2% 2 4 SIEAAR s f5 J i P 4k 73]
HRA R Tl Pl AR R 4 RO 9 B0, IS A T B80T 5
FIPRPE EAY . Sun S5O T — Fh LT 2 R AE (9 BiL-

STM-CRF J5 % HI T SRR, B2 HI 2 T BiGRU 19 #5 41 1
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AR T AN R B A8 AR RGN AR G Y e 5 I 2% 42 AR
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S S 1 1) W S M N R N L g AN & s =X G
A5 AR SE Ao 53 40080 1 S AR U A Y B U0 s @ APT
TR SCAGE RS2 F ) R, SR 22 ] 1) OC 2R 2 Hh
ZAA)FHEWTIN R ; @B Z A FF I APT B 2E
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WA T, EE ST S O RSB T A APT AES,
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I B0 2 Neodj £7filt KRR, WA 3L T APT $245
SR R Z [ 1 S 3R, S R F e N R it 1 it
SRS A (Y D R S s @ ) — b TR R SR
APT B0 SEARESI 5 15, A CySec BERT-BiLSTM-ATTN-
NCRF (CyberSecurity Bert—Bidirectional Long and Short—term
Memory—Attention—N Conditional Random Fields) #5 #I X}
APT 4 BEAT SR TR, 138 i) 50t 1 i s 3 v iz Al g
71 % —FhiE FH T APT 450385 1) S A 56 R A U 2%, A
A CySecBERT-ATLOP (CyberSecurity
Thresholding and Localized cOntext Pooling) (RIS R W N
KA

Bert—Adaptive
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25 ¥ 4k B 5 B 3% 35 (Structured Threat Information
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Fig. 1 Threat intelligence entities and relationship types
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Table 1 Regular recognition expression

F1 ENRHRER

F5 SARZER NSy

1 URL \b([a=z]1{3,1:/[\S]{16, 1 \b

2 Host \b(([a-z0-9-]{2,{[7 .]?)\b

3 P \b(\d{1,31\d{1,31\d 11,31 \d{1,3])\b

4 MD5 \b([a—f0-9]{32}

5 SHA1 \b([a—f0-97{40}

6 SHA256 \b([a—f0-9]{64}

7 CVE \b(CVE-[0-9]{4}-[0-9]{4,6/)\b

8 Filename \b([a=zA-Z]:((?7:[a=2zA=Z0-9() ])).*)\b
212 *FzEL

APT K R AT 55 5 76 R0 Bk S A%t 22 0] #7171
K SR APT FNIR R 3 0 S8 . 9 an, B AR 7 An-
dariel deploys Maui ransomware” i it T I o 241 41 Andariel
ol B B AR Mawi (96 R 5558, 1R 56 R —J04l (Anda-
rie,use, Maui) &R o H T APT Boas (YRFERYE BT 4F 3k 19
b Moy SR, A SCE T 9 B APT S2 4K 56 & |, 4045 B0l (at-
tack) . fff Fi (use) . J& T (belong) . fii T (located) . 41l 47
(own) . B Y (aim) 1% 3K (connect) ., J& P4 Bt % Cequip ) 1 5]
# (alias) o
2.2 EAKIRA

APT HH 56 I 265 Jgl Jllp A5 i S AR AE 224~ T T AR EL A e
PR P, o B 1 S AR IS TR T A v A bl A R
gk . I, A CH] A CySecBERT T illl 1 5 Y, ¥ Bil-
STM-CRF VE Ny BEHERTAHET 7 SO SRR IR
ZER A 2 R

il F B 254570 CySec BERT 1 A 4 & , 76 SCRY I3k
WIN[CLS M [SEP bR o BM I # b i) 8] 7] 32w

CRF Layer B-Attacker > o » B-Mal » B-MalwareAttribute

T R

Attention Layer

BiLSTM Layer

Embedding Layer

CySecBERT

! f

Input Andariel deploys Maui ransomware

Fig.2 Structure of entity extraction model

B2 SEIRBIERIZE
X = (%2 0 xy), 2, R R AT X RS A 8] . R Cy-
SecBERT X} /a] A7 i I AR E R RN Ho 3Rom 0
H= CySecBERT([xl,xz, ---,x,]) = [hl, hyy +e-, h,] (1)
R ARECERARI Y 1R SO UE B, R R A ) AR
i BiLSTM Y A, 735 2% U ) LSTM F1J 18] LSTM HY i
PR P, 6 HHEAT P4 44 E BILSTM /9 i i 1751 P
RNN
P = BilSTM [k, hys -+ h)]) = [propsr o] (2)
R /b BILSTM A5 AU LE 0 265 Jfl 475 412 51 b K7 9104
BEJMRIE, O b R g B R 1) 7 BOAE,
tt',?ﬁ BT SC ARSI REAE , 55 A6 TC OCHRRFAE , 78 BILSTM J5 ¥
I ALH . £
A= Attention([p,,pz, ---,p,]) = [al, Ay ey d,] (3)
R ARIBOR I i )00 )P SRR 2 AR SC5 A CRF J2 X
B 280 TN AR A AT B AR . X T AT X =
, x,) , K R SRR 25 T 5] (yl, ¥as ---,yl) 4 Ak 2R 43
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R A 2% CRE BB AOR S B AERE A, | 4Ry,
PRy, AR REE RS B P, SRR AT A FLUA A
Xf LSRR y (AR ZE S E . PR, AR) T X iR 2R
25 AR P AR P A LR R

SR 18 softmax pRECT 55 A ) X BT A AT R 19 %
HFR P AR . XA IR E L

GSNY)

z es(x,y)

Fevy

APy N ESARZE I Y AR R

H e 38 i B R AR A T EAT RO S HO 25, AR MR AT 2y
RS AR A, RN

S(X,Y)—log(yz e‘g(x'y))) (6)

yeYy

p(YIX) = (5)

argmax = argmax

23 XRME

FE APT I i v, S 22 0] 1) 5C 22 38 15 B 24> )
PRI H AR SCE 6 SR 20 ¢ R AT ¥ 8 ATLOP AE Sy B i
REAST FE gt 2 i 0I5B R CySecBERT 1 4y 4
. X TAE R — RSO D = [x] iR,
#2378 TF 3k MZE B AR A — DRI AR 2 <7, IR A Cy-
SecBERT X 1% SCFY 17 4 % FI AR B | F X F£om Ho
RN

H = CySecBERT([xl,xz, ---,x,]) = [hl,hz, ---,hl] (7)

X —A~ B & {m]}\_ ] B SEAR e, , i FH logsumexp
poolingﬁﬂyiﬁgﬁ/\h«o KRN

h, = logjiexp(h”lj) (8)

TE IS JZ H , CySecBERT 2 i 51 FH 22 3k 1 2 ) 40 4
Ae R JEIET A, RORgmbhaRHE iNTER Tk A
Fricy BIARIC b IR 155y  AE38 2 A A+ I T R
TR Z 3 R A5 o AR SRR 3 0 T )
1355 AP e R™ 2 b X [m] — SEAR T A7 $2 e i T 145 4
AT 915 3], R IR i A AR BT A AR i i = ) .
BEAb 52 SR (e e, ) A EE B R SCH B TS A G5 )
HE ST, OF B LR AR B R R S
A ),

ALl =AY AL (9)
H

g = Al (10)
i=1

a(s.n) — q(m)/]Tq(s,n) (]] )

c(.\'.o) — HTa(s,o) (]2)

A H (D) PR B SGIRA . JRER B R SGRA

JAE S RS AR R  BOREFT L R
S P 2 T H R [ i) 52 PR s o EL AR 0 5 e 7T 2%
RN

Flso) = tanh(Wsh(,\ + WL».C(S'“)) (13)

2 = tanh (W, h, + W, ") (14)
KW, W, e RONBRIZAEL
3 220 UL M R BORT Sigmoid WOIE RS G & r (1R
Ao PR RIR N
P(rle,e,) = a(ﬁszwjz; + b,_) (15)
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Kb, e R, W, e RV ONEHIZHL
24 HiEiEE

BE 38 9iR Ak B TE  UAs UINR BHE HEA T 2 ARk
A, DAY S TR 22 S BB Bz AR R e . X — i PR TE
B B b g L A [RDE 3C A e sl i A7 2 e PR G 4, s
e MR A A SRR . AR SR 55 b, SRR T
PR FRIR A 1 0y AT R, W DAGA i i i
B R AT A 5, A SR I 2R 4R ST MELM J5 325 U 3
FRYI L 1) o] 48 B 3 5 A AL SR AR S 2 AL B ) 7 |
T SRR LA AT R SR EDA SR IR )
T BE AL A | B RIS 5 A B AL B 4 A a7 B H 58K
(10 B3 38 5 e AR R T SCAR N HAT S5 P RE

TEZ AU, BT 026 B I T S AR e RE A Bl
AR, H AR 1 1 BERE AT G 2 a0 18] A&l
T, BAHE 1 5 ik Ay i R IR B 2 ) BB RE 1Y DG B SR I
— o ARSI LR E P LR (] S B 58 vk LR
e o 28 42 A SR R 1 S REATLINBR 55 DT RR IS A
) 2“2 4 SRR ) A HE G 9 0 vk . DL B=1-0 BR i AR AR
R, A] T “Andariel deploys Maui ransomware” AT
“Andariel ”#R 2 T “Maui "1 FEAR S AL, H A s2iR “ Andariel”
) Bk 25 8 “B-Attacker” , “Maui ” B9 #5825 b “B-Malware” ,
“ransomware” B 25 K “B—Malware_Attribute”, ﬁﬁ“deploys"
MIRRZE R 07, 3R 2 R FHAS [R1 B 4 1 5 vk A5 21 1 A TR
RG] SRR 48 X B3 g SO 22 4 S AR T DU U1
(R SR EA T IRV S5 48, 461 a1 3R ) 2 el o g g
ZUF AT, B Andariel "0 “APT1” ; | T SOB 245
XA bR ) 46 22 4 SR BEAT [F] SOR 4, BN 607 b 4 1Y
SR KA RS “deploys "B A “launches” ; BEATLH 55 ) 2
i BRAS SCICE 19 15% REARBE RN R 7 5 rp ) — 3843 5 m]
A BE ) H A “ransomware” o BT 3G 8 A4 41 T ELA BEAL
PE, 7 1k 7 A T AR ) 8 ) 5 6 A T R b 2

3 XWATESERDN
31 RBAESSHIEE

R G IF & M55 N Ubuntu 22.04 LTS, GPU 5 GeForce
RTX 3060, JT % T. 2"~ VSCode , JT % i & N Python3.8, 3
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Table 2 Enhanced sentence examples Table 5 Entity relationship extraction dataset partition
2 MESEAFHEA R5 LK RMENEIREX S
G 5 7 7k ) F R 24 PERS Lisan S WA
B AL B Andariel deploys Maui SCRY R 347 38 48
B-Attacker 0 B-Malware attack 1402 213 378
He sk APT1 deploys Maui ransomware use 2252 212 234
B-Attacker 0 B-Malware =~ B—Malware_Attribute aim 148 10 13
B R Andariel launches Maui ransomware belong 335 21 16
B-Attacker (0] B-Malware B-Malware_Attribute equip 1402 108 153
- e . sonnect 136 17 18
F Pytorch 553 APT BB £ AR BLA . SR e " " "
G 2 Al BORH DG S0 8 AN 3R 3 TR o located 233 12 20
Table 3 Hyperparameter settings own 113 12 18
®3 MOHEE - BOEBBNG R (17)
2R S R RiC g H
BERT #5754 CySecBert IXRXP
batch_size 32 Fl = ﬁ ( 18)
num_epochs 30 . N N N v AL T
et AT 52 T HL 06 R TR A 396 SRR 22
ax sequence length 600
embedding_size 768 qzii‘]ﬁ%}félfﬁg/l\iﬁgﬂ"] F1 {qu'ﬂ’jo /Lx\itﬂ‘j :
hidden_dim 512 1 &
. layers | Macro = F1 = — 2} FI, (19)
Istm_d 0.3
stm_dropout 34 LHERESN
crf_dropout 0.3 :
Ir for encoder Se-5 341 FARAAMEAR
Ir for classifier le—4 P E A BERT-BILSTM—ATTN-NCRF 1E J}y 3t 4 45
Learning rate 0.1

32 BiRSEHE

AR SCAZ B 1 = BRI R CyberMonitor 1 5 17 4
JE LA R 4% K240 1 AR RS OSCAS , e 433 7 5 APT
A SR B4 0 2% b 156 PR AT 800 b L O A s 4 AR A
WA S APT i A CHEAT N Tk . A T SR )
FIOG R AT 55, 45 BB 8 1 1 14 He 94 /) 7 3 43k I
e BRI . BSR4 SR 5 P

Table 4 Entity recognition annotation dataset

F4 ZERARERIEES

SR YIlZ4E Eogiics k4R

QNE & 10 458 1307 1307

PR 19 989 2504 2552
Malware 5589 740 701
Malware_Attribute 1493 228 192
Victim 5249 605 652
Location 343 42 40
Attacker 5302 660 712
Tool 404 43 47
Campaign 382 48 46
Goal 233 22 31
Vulnerability 183 29 25
TTP 673 68 94
Attack_Pattern 138 19 12

3.3 iEMIEER
il FH 4 B (Precision) | 43 [11 % (Recall ) 1 F1 {E PEAk

FERIPERE . AN
_ WIERR P A5 E

= 16
I U % H (o)

AL L g aE ] i 44 1R 1 458K 89 CRF . BiLSTM | BiLSTM -
CRF. BERT-BIiLSTM-CRF . BERT-BiLSTM-ATTN-CRF 5
TR 5 A SO B PERE . SR IE 6 iR, AT LAE Y,
AR SCASE IR MERRE A 0] RN F1E 353k Bl i & K, 4
1M 93.68% .79.00% 1 85.47% , 3 WA HiAe SLARPLUGIT 55 vh

HAPLFVERE , ABAE T A MR 1 S A4
Table 6 Comparison of entity recognition performance among differ-
ent models
F6 REEBEAARMEELLE (%)
A WETR R RS F1
CRF 79.64 63.12 69.97
BiLSTM 66.57 50.20 54.75
BiLSTM-CRF 75.45 69.92 72.39
BERT-BiLSTM-CRF 90.04 74.02 80.61
BERT-BiLSTM-ATTN-CRF 86.98 72.78 78.80
BERT-BiLSTM-ATTN-NCRF 89.40 74.71 80.82
AR SRR 93.68 79.00 85.47

F T3 I B A BERT TG 125 1 8 TR B 42 42401
BRSO AR S| TR 286 42 4 45U T 2545 CySec BERT 1
FiR S E . %7 A5 CySecBert BRI Hij i (1) 52 56 4%
e ATLAE Y, 51 ATRIIZRABLRL CySecBert Ji , 3 S 4K
PRI RITENER B A MR A FLE_F A eIt

TG AR SChR A 0 SRR A 2 T3 24 (H R 43 24k
BB ARAR D, ik 7 AUAT 169 A, 23 50 IR 2
SRR RZ AL RE ) L R 5 I ARSI 3 05 1 7 4
£ . 7F CySecBERT-BiLSTM-ATTN-NCRF # %I |- % 5 J]
B 5 Ty T AT LR A R IR 8 TR . ATLAE R
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Table 7 Comparison of experimental results before and after intro-

ducing the CySecBert model

%7 5l CySecBert B Al 5L 06 45 R L 4% (%)
] W HEER F1{H
BERT-BiLSTM-CRF 90.04 74.02 80.61
BERT-BiLSTM-ATTN-CRF 86.98 72.78 78.80
BERT-BiLSTM-ATTN-NCRF 89.40 74.71 80.82
CySecBERT-BiLSTM-CRF 91.70 75.62 82.41
CySecBERT-BiLSTM-ATTN-CRF 88.80 74.70 80.70
CySecBERT-BILSTM-ATTN-NCRF 89.23 77.27 82.59

PR LR SCA Bt g 95 05 0% , ELIG 98 L 1R 100% 1), 45
R F1AE B, N 85.47% , A SCIE 88 5 7 vk .
B UE AR R 7 7 A i UL AR SOIEHR 20 5 APT 5 4 SUA
X HEAT T, [ A BEAT N T8 U5 A5 R {E N

SR LU 9 X SCRY 9 43 JS B A CySec BERT-ATLOP BEAT 52
5, G5 RN 10 TR . ATRUE 2 88 3G 5 L MK 0%
F 100% W, A6 A0 B F1ELZ B 42 T, 7 s 18 0 L i o
1009 i 578 5 28 50CR TK B e (G, AR T oA At P RS 30 s o
i FLEARTE T 1.39%, 7 MIREETH T 3.87%. FR10, BEH KL
T 85 L ) 1 — 25 1N 3 2009 B AR PR A i A G
IR SC Z A EBOVE REAS AR 55 o Oy 6 VAR SR TR 3 i L 431
o 100% IR A2 T 3 UG A SO F3R 20 55 APT 1# 4l
SCARFEAT S AR WM AT S0E , TH AR I FL{E Y 77.89,
RA SRR P S A
Table 10 Relationship extraction performance of CySecBERT-AT-

LOP under different enhancement ratios

£10 FEHEBLLHT CySecBERT-ATLOP [ 3% RimEUIEEE (%)

85.77% , R AITF R = A b LG o BB R L) e Bk F1 i
Table 8 Experimental results of different data augmentation methods 0 88.16 67.70 76.59
on CySecBERT-BiLSTM-ATTN-NCRF = 86.06 69.25 76.74
50 86.57 69.51 77.11
NGE &tk _Bi - - ¢
*R8 AREHIEILIE AL CySecBERT-BILSTM-ATTN-NCRF ) 100 85,65 7157 7708
LWER (%) 200 85.41 70.05 76.97
Btns vk BdEgse e qERREE A [ % F1 {8 J—
0 89.23 7727 82.59 343 FREEML ) i o
BEALIN 2 50 91.29 75.13 82.02 o 282 T4 B 1) W I R SCAR Bt AR R Yl AR
100 93.36 76.76 83.75 AUep ) I o SRR OC R 4 B AR AR WA I YOG &R =0T
220 :zzf Z; :Zg; Y. K = ICALIE A B Neodj BRI 12 v, 145 A0 g 175 12
. “ oo mer s R 3 5 T LUtk AT HL AL 5 2
100 91.68 76.53 82.85 A SC P S0 AT 22 I SR RN OC R, fE UL B APT I
200 92.35 76.49 83.11 7, A N DL E B RO SR .
0 89.23 77.27 82.59
Brde LR 50 90.97 75.96 8227 R
100 93.68 79.00 85.47 4 £5E
200 90.05 77.59 83.13

342 X AAHBUMEAE

TE PR SRS GO F A AT ) GATN AL AL 1) SSAN A6
TS ATLOP #E U R 17 Fe %5 . CySecBERT-ATLOP #5714
JEAE ATLOP B R FE Al b 51 A WO ZRi B gt A7 A AL, i
S SO TR 2 7 5 | T R 7 4 Rkt P A58l 34 5 7
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Table 9 Comparison of relationship extraction performance among

various models
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